IBRICKROSNHY AN —WREZT—

O YA N -IZEZDIR(C !

WEDFO - XK - BRI COWNT

202643AH9H

MS&AD T 25-URTtEHMIN = 4L
INSURANCE GROUP



. FUBIE ~BAMN-TFIVFT I XROEEE~
. PAN-EZDERELFEH (MLOR)

. EEENHDBTANEHR

. FEH

Strictly Confidential




1. FUBIE ~YAN-CFIVFT X ROEBEE~



Strictly Confidential

FRABRREZE ST YA\ - E
J0-)\IDH359 . HARENICBLWTEYAMIN-IENLZHUTHED. KERBEEHIFRELTVET,

= iy .
EH’Z;JE (’gi tﬂfi‘r%g TR MDY A N—BETR| ELROBEER
ikl BRLOTRN, EEEBE

- Iin..\
I n =
ﬁgt EE@-IJ: 7# tGHD[:5 D-U-‘L\Iig DX'FOJ r%{%.ﬂ:] %l BB/ nATy s /BBarEa—#%
COssteom9E 13:32 157 SREASE n

20251174
REEE ARkt

B vrorzr Sam [] &7 X 6 M 2

= N g ans, = " . o
ARA—FFy—R—FEPL T, MUFGHEZEEREEN—ET] Nikkei Views 4 J40—93

— BIEOMEISER Y FICEEBFORIET S, SESEHNTTREA 2025210860 17:43 [RERERT)

i ] T AT INE20255118148, FIL— 7= 0OASKUL LOGISTARET 2 MFXiE
2 RDYY - B ABTOREBEA—H—, SvH—-5 G &F M n ) C o _ N
(LR) IF. B4/ B LB4EEI TE2E BT Bh H—ER 3PL (F—Fn—F 4 -OYVRT1oR)] BT ARG E0BES
20(R7I2 b (¥940008F) PRSEMBEZFLC. 1 METT v -/J),— Jih—)L7 ¢ >/F A (GHD) (O3 d 35> /AT )7 (8 BRAABICHEE LICAEEN S5 R LT, RFI0A19BICRELLZ T A

s DAILR) [CEBUAN—KROWEG, NRNSUERIBS g YT RS S TR0V AT LREIHT ARTEROIOLLTHD L L

BfCEBE. BRAT I — RFr—F— K. (5510l Ly e . )
L s MUy st e o] L2 COEW TIFILETV AT A=A =232 (DX) OERERE  gmwomietnss 21881, BE1%H HERS N MHEEIET 5 HH - B
®. BNEEESIECES LI — MELTEn2< o2 T L, SRATAD [2EIL] CORNBVUATEEBT. HPIF F—4n—c. AEEORLEEF. K4, SZE2, IVESERIrS2E

L. BIR1EEORERCEBOS (Y IR by TRENEE| e s A o L o e rmanea s
RS T R S ORI AR Cha o sager o C e DISRRICBITVNS ] SElS SDY, SIS AT =7 % X=ATFLARUZ LSy bH— FREREINTUAL,

>, SHINEEmFEE T AL

el [Rovi— BEE4000BMZIRITICESR - YN\ -RETAEEFLIE12025F98298 2\ (Bloomberg)
https://www.bloomberg.co.jp/news/articles/2025-09-29/T3BTG8GOYMTEOO

HBE : [7HEGHDICTO Y ARE DX TOIEELE JURIERBEE 120255108682 (BiE%HE)
https://www.nikkei.com/article/DGXZQOCD0600LO0W5A001C2000000/

HE . [PRINNSAN-ETES| e EOBERIGIRFROAI e, FEZMNE |2025F11 8148236 (BRI0Z7YY)
https://xtech.nikkei.com/atcl/nxt/news/24/02975/

© MS&AD InterRisk Research & 8onsulting, Inc.



https://www.bloomberg.co.jp/news/articles/2025-09-29/T3BTG8GOYMTE00
https://www.bloomberg.co.jp/news/articles/2025-09-29/T3BTG8GOYMTE00
https://www.bloomberg.co.jp/news/articles/2025-09-29/T3BTG8GOYMTE00
https://www.bloomberg.co.jp/news/articles/2025-09-29/T3BTG8GOYMTE00
https://www.bloomberg.co.jp/news/articles/2025-09-29/T3BTG8GOYMTE00
https://www.nikkei.com/article/DGXZQOCD0600L0W5A001C2000000/
https://xtech.nikkei.com/atcl/nxt/news/24/02975/

Strictly Confidential

D4X

2025 L3, SO ADIPIE(C
HOEP/NERDEISEENCTSNT bJ:Dh‘ ?

NERTHR

(A 3% ) (8 30%
<c 66% > <D 70% >




Strictly Confidential

D4X

2025 L3, SO ADIPIE(C
HOEP/NERDEISEENCTSNT bJ:Dh‘ ?

NERTHR

<A 3% > (8 30%
(c e6% ) (o 70% )




Strictly Confidential

52Y hAD1I7 DWEICE T HERT OFET

66.4%

HE [ SHI78 EHBICBIR AN -/ H< R BRDIEERE(COVTI2025F98 10 (Z5T)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R7kami/R07_kami_cyber_jyosei.pdf

© MS&AD InterRisk Research & Eonsulting, Inc.

INSURANCE GROWUP



Strictly Confidential

YA N-RBFHFDONETIHRL

RIARELHAN-RZBWESH FRSSNIESBHO—EF28H)
= HE A

wEFH

PAN-WBEEZ T TREVKRE

20265F1H  #kE I =Tt ORY NI - TRIBIE =B (CLBIRETIERZZ T, T -T2tt&t (58%) OEEEFRHRNMTRL

2025%12H BE&E EBREAFXODIATLANRET VA% BEIEIRFI27 1000 AOBE AN IBEIERMRHUZEIEEEN DD EHRE

2025€F11R HiS3% ERETFRAEOHAY —N—DPRIETICRAZRF . SOYADIPICRREUS AT AEENFEELL

2025118 1THEY-EX FAFEZEFEL COEEREOBEZRFRLICEVWTARIE7IEZAMTON, —BFBEOERNITAVULEI BN DD EHRE

2025F10H H&iEx% I2YAIITICREGL. —EPEBOFIESLPBIRFAVDFE . MISCETFHHOERNFELELR

2025F9H  1TEY-EX ERBREFTELTCWEBEENDR— MERICLBI R ET IR 2% T FIFAERIB00NDE NBERNITRVWUIZE RS

2025F7H  HiEE DY LIITREERZ T, J5UR LOEFI AT ANESESNIRENFELE . BEANBROMROOEEEHDEmRE

2025%F6H  B\fE% ERERFLTARET VNG, BEE1EIR135 715640 EBICRAVL TWDRIBEEN D ETRE

20256F5H RS G- N=hENSOIREZR 5 LDV ICRRG, F8Z &/ \RICT Blethry b - DERIE DG EZ T ol flcd
EHE L EORENFRSE

202548 RS BN -TEANS Y AU EZ R B -T2t OBRE BERIMNBAREB U BN S D LIRS

202548  IRIAF- DY LIITREERZ T, J3UR LIRFLTOEEBRT —Y0—8NHRLTVWSIENRE. BREZERIND

202538  IXIF- FARBIROEEZETL TV TSN RETIERAZR T, 115 40ZNEOE N BIRNRE LRI gEEN DD ikE

2025%F3H  RUEE TFIVTAR@OFECAMENDD. SYLATIVREGE X)L =)= RX/>O> b5 S AT AWMERREEERD,
HADOHEBImNIRA VU PIEEE

2025828  HiEE I2YLAIITREER T HEBIRPEAKI200 5 4FOE AN IBImRAIMEINRE UL RN S D kS

2025F1H s FHeEFTUTVWBEEENBFA-NZRXEL. FHOEEEOEANIBHR1082FMNRAVUIzL RS

2025F1H RS SOYLADIVIRE R 1575720340 N BHmNNRE UL B RN D H Lk

- REMBEL

INSURANCE GROWUP

© MS&AD InterRisk Research & Consulting, Inc. |



Strictly Confidential

YA N-RBFHFDONETIHRL

RIARELHAN-RZBWESH FRSSNIESBHO—EF28H)
= HE A

wEFH

PAN-WBEEZ T TREVKRE

20265F1H  #kE I =T ORY NI —IIRBNE =B (CLIRETICRZRT, T -Ttt&tt (58%) OEEEBRNITRL

2025128 B&#E FIFEAFXDIATLANRIET IR %R BEERFI273 1000 AOBE AN IBEERMNRHUZEIEEEN DD EHRE

2025€F11R HiS3% EEFSEOERY —N-DRIEPICRZZ T YLD (BRI AT AEENFELELRL

2025118 1THEY-EX FAFEZEFEL TV EEEOBEZFELICEVWTARIEZI7EAMTON. —BFIREDOBERNFAVUL AN DD LIRS

2025F10H H&iEx% I2YAIITICREGL. —EPEBOFIESLPBIRFAVDFE . MISCETFHHOERNFELELR

2025F9H  1TEY-EX FEFFEZEFEL COWERZENY N NEERICE D RIE 77 2R 2% (3. FIFEHIBO0 ADE AN IBEHRNMBA VLIRS

2025F7H  HiEE DY LIITREERZ T, J5UR LOEFI AT ANESESNIRENFELE . BEANBROMROOEEEHDEmRE

2025%F6H  B\fE% EFEFTRCTAIETIEANGDD, BEE1EIR135 715640 EBICRAVL TWDRIBEEN D ETRES

20256F5H RS G- N=hENSOIREZR 5 LDV ICRRG, F8Z &/ \RICT Blethry b - DERIE DG EZ T ol flcd
ERELZFORENRE

202548 RS BN =T=ANSIY AU EZ R B — Tt OBREBERIMNBARE U NS S LIRS

202548  IRIAF- DY LIITREERZ T, J3UR LIRFLTOEEBRT —Y0—8NHRLTVWSIENRE. BREZERIND

202538  IXIF- FARBEIROEEZEEL CLVS TSN RETIERZR T 11 540ZHEOENIBRNRHE LRGN DD EiRE

2025%F3H  RUEE TFIVTAR@OFECAMENDD. SYLATIVREGE X)L =)= RX/>O> b5 S AT AWMERREEERD,
HADOHEBImNIRA VU PIEEE

2025828  HiEE I2YLAIITREER T HEBIRPEAKI200 5 4FOE AN IBImRAIMEINRE UL RN S D kS

2025F1H s FreZETEU VW SEFRENBFA-NERXEL. FHOREESOE A IBHR1082MFMNKA VUL RS

2025F1H RS SOYLADIVIRE R 1575720340 N BHmNNRE UL B RN D H Lk

- REMBEL

INSURANCE GROWUP

© MS&AD InterRisk Research & 8onsulting, Inc. |



Strictly Confidential

YA N-RBFHFDONETIHRL

REFRELVEYAN-RZWESH FRSSNSBHO—EF28H)
ST
20264F

FESEPINERED &SBEFEED

20254

20254 'U'*f } \“— I&Eé (:Eb\ s

2025%F
s BETITREDN RAT—AD S
2025%F¢
2025%F!

2025 RIERICBRSY . PIMEEST

2025

20255 INTOMEBI AN - E%

20254

s ZF5elaelEh oS

20254

20254
- REMBEL

© MS&AD InterRisk Research & @onsulting, Inc. |



2. YIN-WEDEELHH (MLOR)



IPAIRREFIVUFT(10XEBEL BESEDHER

HEW(CRENRSENOEEZBNBIBIREFTIUT/(CHIIEZEENS. IPANBRUEHZEL L. [Bikt+1UT1DEFOHTE.
EROEFHIEREFI20020XD /NN -h5125 10XKBEEE = INBRURERMH L (F®

BFELKRLTWVS,

FEEEITO REUBOZIPAN

14
2{u
31z
441
5{i
61iL
741
8i
ofiI

104

SYYAIITICEBBE

SUYAUITICEBBE

SOYAUITICLBWE

SUYLUITICEBBE

SOYLARZBICLDIWE

IR BINE (L DR IB IR
DEFHR

YISAFI-VDEREE
RAUEKZE

YISAFI-2DEBEREE
RAUEKRZE

BISA4FI-IPEFERE
POz

YISAFI—-0EEEE
BolWME

Y SAFI-2DBERER

R RINER (CL DB

Ly | SATAOBSIEERER BT

o e it PEPRECSSIMERAL | o ALDRIFESC B/ —UZY
S0 )B=1— )~ | EORSRCEBRERER | e o | SATLORBECEALL

- ammal, | TLIUEOT1— - | EETOISLOAMAIEE | MEERSEND | MEEREERIIR
PEITECSSIRIAY | peermporme | SHB(EISKE) 5 %
BIRBROARICH | EETOISAOAMATER | PIMCLSBMRANS | VE— - SORENIHE | BEFNIZICRETSY
SR S (POF{08) OIE HRIROTRE - (BHEESD)
EETOISLOAMAEE | EFAA—NIERICEBE | BIIEIREROAMICH | EFHIRIRET S I
KR (O0F 1) s SEREN -1 AT E-SSIRTIRAS
ESFAA-NIRCESS | RBIEHRBROLRMCH | ESTAA-LIRCESS | SWEY—CAPERE | VE-NI—IS0RIEPIHE
HwE SR B (DDOSIKE) HRIROTRE
FRUNTEEOBE | PERCSSBRRANG | TLI—IB0=1—/—U | poa o DDOSIS (HEREY—L2
SEBEL OIE B SRIROIRE : pERE
AARCSBERRAE | BFOCTRAL IRIROESFAE

DW=

(7>H-I302 RS —ER)

(7>A-I392RY—ER)

PEBCLBBRTANEF

ESRAA—IVFERR

HE : [MBIREF1VT10XEBE 202612026F1H298 N (I TBUE N IBERLIEHEEIAE) LOMSRADA >A—UZRTHSIRNMERK
https://www.ipa.go.jp/security/10threats/10threats2026.html

© MS&AD InterRisk Research & Consulting, Inc. |

Strictly Confidential



https://www.ipa.go.jp/security/10threats/10threats2026.html

Strictly Confidential

IPAIRREFIVUFT(10XEBEL BESEDHER

HEW(CRENRSENOEEZBNBIBIREFTIUT/(CHIIEZEENS. IPANBRUEHZEL L. [Bikt+1UT1DEFOHTE.
EROEFHIEFREFN2002DXD/N-h5123 10XRBEEZS = INB IR L TEZ - IE 21T\ REULCEDZIPAN
BFEARLTS,

AECEHTOMEFEICOVTHERULET
« IOV LADIVINE
s YISAFI—VHE
ESRAA—=JVEERR

HER : [BHREFT1)T110KER 20261202651 8298 (RIIITBUE N BIRIIEHEERIE) LOMSRADA >A—URATIRNMER
https://www.ipa.go.jp/security/10threats/10threats2026.html

MS&AD © MS&AD InterRisk Research & Consulting, Inc. | 12


https://www.ipa.go.jp/security/10threats/10threats2026.html

Strictly Confidential

So9L017

oY AITTIREL (S, VPNEEZSDEFA—I)ILREZBEUTIRALT. PCEOVIL TERAEE
([CUIED. PCRDOI7A I BT T A ECIDSIE (ERAREECUIE T, TTlCRILLEF| A
A B% (Ransom) |ZERIBDAIETOTIL%IET,

B! 23:53:18

ST DOARIBT —ASIEHHALSINFUIL,
NZAEIHI DS, @ @ @ FIBHDSHAVDWETT,

HIPRESEIDEE 5L, T—AEKRCRONE T,

XXXXXXXXXXXXXXXXXXKXK BRZXITFEL! ]
XXXXXXXKKXXXXXXXXXXX
XXXXXXXXXKXXXXXXXXXX

XXXXXXXXXXXXXXXX HZILWNETES | CLICK |

© MS&AD InterRisk Research & 8onsulting, Inc.




Strictly Confidential

IOV AIIVRBEICLDIRBIFILLEIHER (E5T)

oY ADI7REE. EIRFTLBEL LFEZEUCER. BLURE-EIHERICHENT
510005 E LB USRI EARTS50%1T<HDFT

® EIEFICEL-HME FAEERADKE EIBHRE & BERAOBEKRKE

1 @R
8t
5,0005 At
I8 BN B NP TGAR o 6 -
314 3374 156
BEE N
2 AL 126 & 1

o 1,000 8B E

5,00075 A
e - 5005 AL
S 1,000

224% 128

HE  [SH6ECHIFEITAN-ZERZHCRIBROIBERE(CDVWTI2025F3 138 (BERT)
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R6/R06 cyber jousei.pdf

© MS&AD InterRisk Research & €onsulting, Inc.



https://www.npa.go.jp/publications/statistics/cybersecurity/data/R6/R06_cyber_jousei.pdf

BEtF1VT BRRERCIREINSIEZEDIHIE

HEOEE () <kt

RNERICEITDIEFTTDNA—-S

HRIEE AEHEREA 30~1005H
J-Ite5-8H 3 yHOX4&T 700~1,00075H
REE - REREBAER 1 HAANOTURSRH-RIXMT 6505H
A= 1 T AEER SHBEABTCIO TR ELIN BB LA LOERLRET -6
g%@ REFHEHFE 300~4008M. EREOREENRECROTGE BFAMEOT -6
SATLEIHEA M IERMRE (LI TREKERDIN BE~BFHAOT—IE
BHEpILER M ISAIRF(CIOTARIKERDN BE~EFAHDOT -6
BB AE M ICAIRF(CL O TRICERDIN ZADREEFENTISITEDN ST —RE
BERE ESEEES BEENSTENLBRFEAVERDGS. LiLBREE0STENET
FNBEKEENZLE. EC Y1 bDIL DY M- RBHRIRAVWEREDZS.
AEFAROARRICLINETF B AL LOERDKENBZENET -6
HETERSF HEERMERCHEAHIL THEEA
FE(HINEFE. AIhIREN. FELRBRARE300B A EICRBIED
FiiaE BrHOFT LEORY (FIRERCHZ. B TERVEEEDZIAL)

FENTECFLEITNEERF R A~EBUEMAEE

HER : [T20244FE FUNPEICBITZIBIREF 1T RICEI T 2EERE IIREEZICOVTI2025F5H27HAFH I TEUE N [EHRLIBHEEMAE)
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html

Strictly Confidential

© MS&AD InterRisk Research & Consulting, Inc. | 15


https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html

Strictly Confidential

BEtF1VT BRRERCIREINSIEZEDIHIE

BEQES () xikl UM EEICH I BIEEADAA—S
EEIEE | AEERER 30~1005H
- —EE 3 »BOIIET 700~1,0005H
BEe BERBEALA 1 BAAOTURLRI— %44 T 65055
H—h1 T e AENSIC L TASEAZIBET A LB R DT — 26
F R WEHERE L, e
= SAE-EIH - BFRP5LIESRT
325 MEIRER HBERA~EF AL T—ADZ
R L KA N~ RIREMEM SR
BB T ARBE (Lo CAKER BN . ZXDIEEE BT ISICBDNET — X6
fEiSigE | E=EEs B HSTEN-EERREIVEROES. T EARE0ATHENET
SeNBIRIEENBTES, EC HA MDIL Sy MI— MERIFZ L BEOIB S,
AEF ORI LAHETF A AL EOREDRENRENZT— 26
RE+ERAE BRI E R (CHIL TSI
ER(CHBNEED . RINRHN. FABERE3005 A ECR3EE
Fzsig= HrADSE LSO (FINELCHZ. B TERVEEEDZIAL
EENTR(EIEINEEF R A~EEMRE,

HER : [T20244FE FUNPEICBITZIBIREF 1T RICEI T 2EERE IIREEZICOVTI2025F5H27HAFH I TEUE N [EHRLIBHEEMAE)
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html

MS &AD © MS&AD InterRisk Research & Consulting, Inc. | 16

INSUR Cl


https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html

Strictly Confidential

BYE, S>YLAIIT7 DHEENZL\ON ?

SYHADITFDEI LA (RaaS : Ransomware As A Service)

[R/UA I DESICHEE - R SMBL T, BEREAENT TLET.
HPIAIHN L R E £ R R AT C 2B BIBN B THN. B\ - OBEN T Ao TVET

l
|
|
' S HLITT ERCIE
=B e L) ERICINE =P 5
: THILIITE Gy CRERHTHA BEETEEIN R =ttt
| ,
l {
| )
| >
! ) mm) ¢ |
| A IERE : \ 3
l EHTN : S &DI0%E :
; LTS
: | (FHKI10%)
| ¢
! i *. AEY)
| BREOYR- . BHR DAL
\ TR

© MS&AD InterRisk Research & Zonsulting, Inc.



Strictly Confidential

YO SAFI—WEL(S

YI54F1—DEL (. HT54F1—> LTt 1U7 0 R_mMEA TORWEEZS -y MCIREEL .,
ZOFERFI(FTNZE2HEC KD AR (CEIEN - BB ERZ S 2 2 NERIET .

FERDKRESF

© MS&AD InterRisk Research & 8onsulting, Inc.




Strictly Confidential

Y514 FI-OMEBEDIEMR

.
ESRA ($EHEFEE)
- HF- EROEBEEITL
- BEREL. BAREEREDHR
- BIEFTOEBSIE
s BAMEECLSIERRAL
J
2 -
H—E270N1% e N

« SaaS. 739K, L ANG—=I\-RE
« DDOSIRERECLZH—ERELL
o H—EAEBNE(CLZBIHRTAL
« SaaSHBELTLRBEEADINE

E.l |
B3
=i
B3
&—Qo

YVINDT7
. FI—3a0, YINITT. S4T5Y,
BRISIE (JL—LAT-9) B¢
. PyTT— NOREHMEEIN. VIR
NIFOFIAI-—Y—CEEHZI1—R
REENRYINIT RS S

© MS&AD InterRisk Research & Consulting, Inc. | 19




Strictly Confidential

YISAFI—VIREE ~ R=E =S CERNEZTEEEN 55~

EX)

BTN IOULAIITIREZZ FTHAER . LEOETTEEET '
HENFEEL TUEIZHBHI, K F=I0L] LI

REULRAOITY ];?/’

- 20244F 5. IBIILEY —EX e FHNI B EREN T DY AV I T LR \
e IR ATl T AT ) — T CED—EBOERE | Se DB A BN 3 o
« BEL TV RREAE, FHREGS41EHEOEERNRV Qia e
= = ol [ESETONS
« IREHFVPNESEZZEHU CEBR VNI —I(RAURCENHIBA At
« 2120, OY OHUE D+ TRASECENSEADFEMF (IR IER Bezer sy
- VPNHSRIOOWTADFI3ELA ME. PyTF— MFFON TR o A
- F—HOBORURBICLD, ARIFBRRRY NI —JIFAELRVIETO |J_"| |J_"| |J_"| |J_"|
BAFTF—=INST Y ADITICEDIBESAL. TFEEN S BIE T
ﬂ (ariam) ﬂ

- B53005 A OB AEETBE VLTRSS

WEFR

s BNBHRREZERIRFOVWHTBIESEZAR E:'f‘ %@lﬁﬁﬁl‘ AL

© MS&AD InterRisk Research & Gonsulting, Inc. |




Strictly Confidential

[Z2F] AR5 E(CHUL TOY AN -3 iR HHERICH D

ARFEENEG| IS THAN—tF1UT X5/ 2 RO BHMEMCHD ., PRAAM(CTEDL RIADLE
L aIMBOFNELZIRET I H0E. BUWEZATEDHEADDHSB,

B4 N—WRTHWE|FERN FHREFLV X 7EE
FF 227, 30004t SHRITOPPAN. BRAH %S

202558860 2:00 [EBREELE]

@ fRiF

AFEENH TS0 F—> (HigH) 2EOHAN—tFa) 7 —WHKERE

L. EsatEroBE|Z2BRELTWVWS. BEAGFEEEOFTHT MHOY 17 /{—
WEICK>TEEFFHIMELEL. BRELOZSOTERENLHE2B/NDH D10, &
BRE2RBOESL ¥ BREELR Y THAN—FEHEZSOZEBEIHEN > TE

it

HER  [HA NN —XGERTERG|S0iER] FEEIEVRYEE 12025F8A6HAH (AARZHRE)
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/

© MS&AD InterRisk Research & Consulting, Inc.


https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/
https://dailydarkweb.net/a-threat-actor-allegedly-offers-unauthorized-vpn-access-to-major-japanese-automotive-corporation/

Strictly Confidential

ESRAX—=JVFERR (BEC : Business E-mail Compromise)

INEE %b‘HQ%If‘E’(‘D@%‘% ENBDT LT ABOA-NZIEEDIBISENXDMS %z ERUENS
HAN-IRETT,

EHER(CEIT IR EIRER ThIE2ENL, B5|FROXER(CE T HPDENZITI.

1218 ISP D SR MANNHEREICHD. T —— ;
. FBI{>4—FyME3E (IC3) LR—NC
- &BE. BECICEZIBKREAFER27B IV, |
| SNEHL. PP ADITOHELAG3,400
. BRI TH?. BECOIEEREE '
- IPBAVITORI7MEICRB.

HE : [ESRZA-)FEHOESREFRAR- 12023F2H98 M HIZiTRCE N EERIBHEEAS)
https://www.ipa.go.jp/security/bec/about.html

© MS&AD InterRisk Research & Zonsulting, Inc.


https://www.ipa.go.jp/security/bec/about.html

CEOZEHR/LINEON—JFER (ESRAA—)VEERR)

Strictly Confidential

2025 K N5, EERREBDOERZENDOTCLINEDY )L —TYERKPMicrosoft TeamsD7hD> NEHRD

et sKkeHBI CEOFEER I XA —ILAMRIR VT WS,

EARM(C(FIREZICFUED (BOOREIRDIAZESRE) JLZBEMEULIINE

N AKHEFETT.
ER. ME - e

HOBEELINES L~
HEE TIERBALTLEY
W, TOROREE

all| =

R Pl v T # FRIZOVWTIRIS S
i B H—ELTENL
¥ ER T Al 5] WLIMEC 7T = ¥, - v,
Ly, I B TAC ) 3. 1= | Ly KLz L, .
| 74 .'i— '.'-' 0 7 ri ;u:_-'q b J XkTADZIETES
. : LwTLEIS? .
OR— } / L, ¥ % i x Q
00%4
SR - ¢ & =5
00 *EAEINL-TIZBMLELL
it 2
AW L
P A . ***L *
. SAYVZLT
B [ZOX—)) AHCHENS TN ? BEEIASX—VKE CEOFFRIL(F 120268 1821HAE (LAC) PrnsheihpS
https://www.lac.co.jp/lacwatch/alert/20260121 004604.html
MS &AD © MS&AD InterRisk Research & Consulting, Inc. | 23
MSURANCE GROWP


https://www.lac.co.jp/lacwatch/alert/20260121_004604.html

Strictly Confidential

CEOZEHR/LINEON—JFER (ESRAA—)VEERR)

m g

o IREILEEEORTREPEBEORZZHTOTNS

- BEICEIY-A—-HEFHIAENTVS =50

» [[EZVIIN TR IR ER DB VMEFE TA—ILHES
« [LINEZL=TYERDBFEV ITQRI— RIXATDHFEV I REDUKFENZ 202541282508 ESE RO 29505

WA, TTeams7ZhH> MDID/PWDEK |1 EEHD

MO ANANT ECEHENS 20254128268 2 [T 52y T 498075

+ LINELTIEBOZIU—>33y MITEIBI BAOZIAN BERIZEA(C, 2026517356 B OER 800073
OO REPIRAZRO5NS 202641898 \LIFSER O 230075

m 2026418148 =B BAHORE 10005

e AT A= LEFBIOFER TEERREITD 2026418148 I ERIB %54 BT b 1{&M

o A=)LIADEIRED. APICEESHINTEFSTTDERZELTD 2026415298 RIS ftHR 5 113075

o A=JUSHEAENTZI7A A RSCRICEE SN2 ) I UTR 0 2026428208 TEBME O 500075

« HEAORE - ROBIE

B [LINEY I — TR EESRENBCEOFEIRA— LDV TEREDH TH120264E1 B 16 B (FTRIJDY)
https://piyolog.hatenadiary.jp/entry/2026/01/16/155626

MS &AD © MS&AD InterRisk Research & Consulting, Inc. | 24

M5UR Cl


https://piyolog.hatenadiary.jp/entry/2026/01/16/155626

Strictly Confidential

(2E] [S, J1YS O JFRTIHAT—BIBADNTVSEIIIBAR]. EDERICAL

2025 7AH :
AEROA-BEDSS
90% N BEET—7YMc A i oyt &

2J0—)VULTEAFH12230FABEDA —IIVBEF v o R— =88
551050 EF v > — U HAESY -4V ~

M 21— AZTOPIMIETH IR THAEEZEMN(CLIEFv >
R—"

THBEAOFEDO A—)LHNED S5,

90.7%HBAEZ~F—'v

CoGUITJ v w3 > IJFy hRAVWEHENSIE

ZEZR I DIRITDAITM T BEvilginxBENIN TS

C£w74u}>§$whtmz -
CoGUI T4 9232 - v Rde FI—TAA > FOUH—F 17— Lo TR BARY—-4vh
S AR > T 9 S« Tm NT—27, ECAADL—H— Z .

IR A—R RSP, —a—T—F B O, KEFEEN., AT
O AYD—TTV2T. T4 AT U T 1 SR E DEERERT I —y
RAdac &b, 41 U« sk DOhE LG SR iBa a4 =R (CEM &

I ENERE. BNEESNEEDI Y —(CEO TEARBEEMO TS,
Amazon, X, Apple, IR/ REDZavEL I A, A H—F, Orico,
VISA. TS Cubic, Y >»H—E. Orico. EPOSH— . Paypay. SMBCH:E gt —
ER. SBIiEE. AAEEENHSIESL S miEEattEN. NTTREIE, Y EE,. 2=
o tj?a:t"@b‘— EXCbdEL. O 20HER. BAESR. L2y FH—FE
HRAEFTENT S

proofpoint © 2025 Proofpoint. All rights reserved

HE  [SEANS., ?Béﬂbﬂu\é[h%ﬁ] =TI =TRA DT —INBHBERMAIF DA —ILBREXTZR] 2025FE8811HARB (Proofpoint)
: blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age

© MS&AD InterRisk Research & Eonsulting, Inc.


https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age

Strictly Confidential

(2F] [S, T4y JFRTHRAT—HIBONTVSIEINBA ], TZDERICAL

[$RA%]

HMOTE. BARBOFEMRA=IVICARBRARIGELIAS MVZEL, ZEE
DNICIEMNEVWIESR I(CENTEFUL, CNUE. IBANDSOINE(CH T
SEORELVSBAHITUI . CNADEECHSBZENMNTULER®IC, Ao
ETFEANMEATVRIORZER P DMARCEREERET 1Y >

A=)V RMEN TECENTBEULTVWVREVZET,

ULMUS. ERRAIDFEREICKD, B EARZZKRECENTESELS
[CRDECET. EDEE(IRRIRL TVE T, FEE—)LOXXENBE AT,
ZIEBNMEFRZ B ZCLHBOIAER . A-IVFEEROINEN EHUT
LWBEEZBNET,

HE  [SHANS., RBEON TV HR] —TIL—JR( > hDT—IhBH2ERLAIRF DX — Jlﬁ?ﬂZtﬂﬁiJ 202588H11H2 (Proofpoint)
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age

MS &AD © MS&AD InterRisk Research & Eonsulting, Inc.

INSURANCE GROUP



https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age

(2F] [S, T4y JFRTHRAT—HIBONTVSIEINBA ], TZDERICAL

AIEMDES(C LD, ESRAA—)VFERRP

1Y 2I A=)VDOXEEE5ICKRSN,
sl D KDERECRBENDHDET

HE  [SHANS, BHIADNTWA[HR] —TIL—JR1> MDT —INBHBEMAIFOA—ILBRIEXTR] 2025F8811HB (Proofpoint)
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age

© MS&AD InterRisk Researc

Strictly Confidential

h & Zonsulting, Inc.


https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age
https://www.proofpoint.com/jp/blog/email-and-cloud-threats/email-threats-and-countermeasures-generative-ai-age

3. IEERIEDBTAESIIR



Strictly Confidential

TFIVFTAIROEENE AN -tTFIVFBEDHI RS>

0 | AHARSAU(ERRFEBZRIEAIC, TFIVT WU ROEBEE M ZERBAL THD.,
BAN—F1VFT( IR BERIZITOLTHEAR _JJ\EL%?EUED‘CL\Z;O

11, EEEI BT = 3HA
FEEHEIZL, LLTO3RAIEZERL, R EDL LR EETHD,

(1) BEEFX, Y43 —EX2 VT (VATBAHDIAI R PA/MNIBT SEERBETH
HIELFFEHEL, B —F — o7 DL LT A - L E
(IR — S — TR b T A S — RO RS L R~ B BRI A —EXa
VF i WENEETHLILIC, EEOBEFREOT-HOEX 27 IRRTEEET <ETHS, )

(2) A3 —EF2 VT (EICHTLIEREZ2YT IR, BoAL67T, RS 0HL
o EVARAN= = RRF RS, Y T TAF o= 2EKICOS A=t X alT
A X~ BB DL
(BHOHF A A—F 2l TR LL E0T, RO MMELE OFB-CRRIZEE Fok
WVWIFIRH— P“Mnif'llfﬁ%cr:uv.x?w‘“ra FLESMRE DR DL TES DY 7/ F =
—rEEEFERL. Bt AR VT A WEEE T ETHD, )

(3) FEREUBEERFOVTIIZEVTL, RN —EF 27 FEER TS
Fbizit, B L OB oI = — e Y E
(EBENLIAOFERIRE (3, BES) 1L EE0, HAOBEE (CIO S L5207 (84 %,
S LRSS (TR R I T S — X2 )T o W BT A E AR AT 2
FTEEMEEERL, T o rRERICL I = — e B HBICED LM AL ET

D, )

POINT

(Mgt 2, BREFNRERT~Z3HA £23H)

B [YAN—tFI)TAEEN RS/ Ver3.012023F3R240 10 (REERE - JRIZITECENIBIRILIEHEERLS)
https://www.meti.go.jp/press/2022/03/20230324002/20230324002.html

MS& AD © MS&AD InterRisk Research & @onsulting, Inc.

INSURANCE GROWU


https://www.meti.go.jp/press/2022/03/20230324002/20230324002.html

Strictly Confidential

JY1N-tEFI1VF1RBEHARS(4> (EE10IHH)

by | EEHEEBI0ABIONT, EASERHULS T, REARORS
o | (EMEJ-1R) PEMBRROBREHEL TI—H— Sy T RIBIZBEN D,

B YA N\N—-EFI1UF(URIOEMRFHIEE

R 1 BAN—EF2)TAURD DR, MRS TOIIL I EHDRIE
B2 PAN-TF2)T IR ERREH DS

B3 UAN-tFIUTIROLDOER (FE. AMF) HR

B YA N\N=EF1UTIVAIDRE LI RODR SR

B4 1 BAN—FIUTAURIDIEREUR TSI S BETBIDSRTE
B~ 5 BAN—EFIUT(URIIEIRBIIET DILHADISE
B~ 6 : PDCA BAVICL YA N —F1UT X ROM I CE

137 MEERATAHIEEE
BR7 1 A237 0 MRERORZXISAHI D E
R 8 1 1237 D ML E (A B S5 e - 1B IR AH DR

B Y SAFI-tFIUTHROHEE
R  ESRAN- N —PEFREFEZEDH T A FI— 2 2ROIRNIEER U R

B AF—IRINY—eSHEBFRELDIZIIZr— 33> DOHEE
187110 @ UAN\—tF2UT((CB T BBIRDUNE . HBERURHROfeE

MS&AD © MS&AD InterRisk Research & Consulting, Inc.

M5UR Cl



Strictly Confidential

EFIUFRROETINT—R
— IR 1IUT SRR OB 50— 2

1
BDIEz3 O— R/ FAAY-IL/VIRITT
YW LOE i - 1TSS —DRTE - DIETE
| @~©T1005MAM L/ ] I
° ’ ID/I |\T°4 N ! 1275 1 /
i = - 74 ] \Ng 4 S 7 ]
4 A (= E?EEWE/EDR ) (UTM%)
I | 8005F~/% | | s¥A~1mR/A | | 1005m/% |
7 8 " 9
aran *iIT%EOJ_%:At = fope s
SOC/CSIRTOIEZE/ SEREGETEI(BCP)RE
1555 ISR I A s st/ I T iy oy
[ 50075 M/ & ] [1,00075F3/£F-] [ 300HF‘3+3OOHFEI/£E]

X ECEL CVSERAIBZ THD. PCAEPREDMRIBIRICI O TERDFT

© MS&AD InterRisk Research & Consulting, Inc. | 31



Strictly Confidential

EFIUFRROETINT—R
— IR 1IUT SRR OB 50— 2

MBI BNTIEUY— D
RSN TV TIARTEERT BN
#UWMBANSS

BEEZDIFTEY FRIKROD
XRNSIRHIHFEEHD

X ECEL CVSERAIBZ THD. PCAEPREDMRIBIRICI O TERDFT

© MS&AD InterRisk Research & Consulting, Inc. | 32



Strictly Confidential

I Y ADI7 DRRREE

I8 AU I 7 HE (AR IR (FARSAE L TVPNYYE— MR M ITHBEIN £ Z 58I TT

« BRERICSWTHRAELTVPNEEZIPUE- NS RN TIREAT
IO LADITICRREL TS

- ZOREEL T, ID/IKAD—RDIERICEZ Thhoflcce. RERT AU MY
BHCEBENTOWRIECERENHIFEN TS

« FVPNHZR P EEBEEEFOMSS 2 EBUHELIREIN TS

« AR B M EZL TORVEBNHEICEBOTLS

« B2IRE(E UE-NIERY-ILOETRER - =3, HesstEnizn
N=3>DERBREEARNRIIRZHRGE IBIIITH. ZLXOWENPECTE
TS

HE [0 7 FE EEHACHBII2 AN - EHCEIBRDIBRECDOVT] (20258981 H) Z2fT
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R7kami/R07 kami cyber jyosei.pdf

© MS&AD InterRisk Research & Consulting, Inc. | 33




I AD T DR%RAFIR

BARBRNBULSNTLRNI L2
REIETDRBED, WEEICS{HEE

BARNRBRXWRZREI DTS
Z{DWF < TENTED

HAN-ZERZHCERBRDBRAECDONT] (2025F9H 1) Z2T
lications/statistics/cybersecurity/data/R7kami/R07 kami cyber jyosei




Strictly Confidential

BENCREINESERNRTFIUT IR

S EREE DIEIE HERARY — - DIEES LU ENDZ EFEE

DT AEDRAE SBRBT (MFA) OEIMEE/ 2T~ KUS — 03

BH/IN—>3>0fEH BAXIDMess M ME IESNIEERF/ —> 3> OikHeAI A
BHTOEF1)74) WFORLERREH

"W/ 7w = FEIRTLAOFEENR/ I 7y T OEUS
IOTERI G {g%%mgg){ﬁ%. 57:] h;;fﬁg;iﬁﬁﬂyﬁ RICEBEUTERMBLTOWEEEEVLWTR
VO ZEEDREL AEREEEERZ T SULTORLL
719> NORE]
NOAYEEDES T WERIKRD 7 I ATcDHZEFR] TS
04 OEE 07 OESEELRMRE

sl a0l N YA -IRBER I EDOREIZSRICERL TH<

X B RAETHD, BR LERLINERBERIRIEIHOFTIN, BEMICHICINENRZLHLTOFT
X POF I ARBRDE AN IRFEAEHDIBETY

© MS&AD InterRisk Research & Consulting, Inc. | 35



Strictly Confidential

BENCREINESERNRTFIUT IR

SrEBEEDIEHE

sosll 135051

BENFITIIBSEFRE. 12—y NMIARULTWVS
/ZTA (H—N-%5) TI. BIRIERESZ M EN R
gxnremae. REBQA -2V MEICH BRI AT LR R
%5'](21*1"/& BATERECANSINEZZEN T DA
HNET,

[XI5RT5 ]

FI BN ASBICAEAUVUTWBRS AT AZIBIEL. MES51ER
EF 1571 LOEENONEZIELET ., Flo. ARE(CAFHT
DNRENBNGDINCDOVWTHIERELE T,

) Exm & @
)\ FRERE O FIBHED FIBHED
VPNE & ITHEZS NER—

X Attack Surface Management

ASM*REZERUNEB AR EEZ D

ittt MHIIREZZ . BHOREBHRNMRANT 57— AN
BOF T, Flo. WRIBEF B/ (XD - REETELTVED, YE-
NPOEAY-EXRBATRAZNDGT —AEZRULTVET, 2R
T LRBEREFOAS T AN —BFICHERR UIZ 7 hD > MNRE
HECEBAINTVET,

[(X5RT5E]

N =R EHmNRAVWLITRE T, S EFiasl (MFA)
BE AT BLETRAZSCENTEET . £z IRTDF HY
MU THEDEY (XFHEMEY) NRT-MeEEL
BB TR NMENCHOTVWBIL 2 R LE T,

APl N AX—=NIA>, e, HI5%2.
FEEEEES0E h=D2RE EREDIERE

) N o,

© MS&AD InterRisk Research & Consulting, Inc. | 36



Strictly Confidential

BENICEREINSERNREFIUT IR

B\ 0fEH Iy 7T DERIS

H. BESSMMREENTED. BICIIERCRREDSVE SO HADIFICRERURE. Ny Py THEIELRW, Ny 7y
PFHOMEINF T, COFTAREEHCEFBLLTIN & TF—SeiEE{bank, )Wy TF— M EBL TWBRET,
VBSSHEAREBL T RDICBAZINZ T — A0S 8EREEN EIHCROBBEELRT —AbREINTVET, TiR(C1E
TVETY,  |HTERVES I EOEHE T TICERIANND, JBEHE
(345755%) - ALET.
BARH-RECHUTIE. BFOMREIEIEHREINETZL> —  DIREE]
BHCHIAR, BRSNS INESERRCETIVT B ELAIZATANSELNIO WPy TREEUET ., fFCEER
JOFOEAPN - PY IR TCERLSBEENILES, 2. SATAREREBRAIATAICSVNTIE. [3-2-1)L—)L 8%
MRSS M NRE NS AT TSRS T, fkiEiIcRETDIN— BB REEAYANITRREDSELENTT ., 2.
IAVEERTBLERIALET.  BERECUZNTERVRERA T ZEIAE S, YR
. MPFANDEBEEE Y,

[SRIRICEBASNLAESSYE CKCISA £235) ]

2000

350/ \wh 7y 2O0ERS 1oxAT791(~
TIE—%VER AFATIIRF (C1R1F

1000 I I I
500
w1l - PP B oF

1500

20214 20224 20234 20244 2025%

FIANENIER = RETEERE

MS&AD © MS&AD InterRisk Research & Consulting, Inc. | 37

INSURANCE



Strictly Confidential

BENCREINESERNRTFIUT IR

PO HEROREL PO HIROENE

ANECEIBEERRCEROSVTITY MASLTVSSE AR I—2yNCABRERSREELERAOY -2
&, UIITECRLAUBSCEBECHRSZATADAEE  (RBENMFIEL. BASNBT—ZANRESINTOET. FI.
BENTUESAREEN BT, T, BYICERNEESINT  SRI—RKE(CEDREDS 1 >SN B aREEEHDET .
WRWSE, HEEENMEAT BTN BT, |

RS
[(HI5R75 ]  AMEBICABIL TR EIEEE L EIE Y - C AN H 3N SR,
THUY NOMBEEATV), ERBEEREASLTVBZHIVE BERPICATOIFICLARHTLET . T, AOH—
DREUCEE M EREEICERMEREMSLET. 5 AL TEARBIRERY —EANH2IN, AERHERTE
[C—BCERLTORASTFORAOTAYY MIEEELTY AENTURVHHERLET.
RUNMEZELES

? [ ]

ITERFY L — =

O 2 b RS

) ) ;

e

e @ Y ASF V7.0
) ) 0 RBAID 7 s SAID N

BHEY /(-

© MS&AD InterRisk Research & Consulting, Inc. | 38



https://soco-st.com/26761
https://soco-st.com/26769
https://soco-st.com/26725
https://soco-st.com/26735
https://soco-st.com/26698
https://soco-st.com/26698
https://soco-st.com/26745
https://soco-st.com/26745

Strictly Confidential

BENCREINESERNRTFIUT IR

1257 PSTHBIOE

HAN-IREZZ (IR, 0T %KL THST | IEIRLE
LEiH ., [RRERZSFETCERVT—ANHDET, 2055, Ed
Z-BBEIEREINREHRETET, RIASEEZREER LA
A ENAIE I

[XPRTTiX]
0JZESL. BUIBHBREL THEFd . £ REEAR

(CIREENDTZHIBRI DT —AbHdlsd. OTY—)(—
(SIEMRE) ([RFIBDAENHERLRDET,

X imR - H—/)C—(CEDROE A HEARST

[ Dﬁgtcig’oery ][ A=)l ][ DNS ][ WebH—/{— ]

[ el ][7747%—»][ VPN/RDP ][ ESRRS ]

BiiAs 559K

e

044 —)\—, SIEMREIRE

LB HEPIBEORE . IEILAFHLEOTOH NI SFE
Z TN FaNCTEfRL TRV AN -INEZ Z T TR
(2L TEWDDONS T EMEAL TLESIENHHDFT

[X5RAAE]

12357 MIREUIZE(ICEENMZED LSBT EETDD

b AT NOFEFECE (T IGFNEZ #{L . EFaTE 24t

EFOEPINIA —([AKFETERLOCERICERUTHEET
(CSIRT*D#EEE) . Iz, BEBEREBZTAAEAOITON

P01 EE VAN SE it O I

BTN RAED

> A5 AEDOFIE RIS (&)
- CISO - RETE

I o N

- RERBEF &

- TFIYUS BT
o SRATALER RE

% Computer Security Incident Response Team

© MS&AD InterRisk Research & Consulting, Inc. | 39



Strictly Confidential

TDMDTFIUT MR

ZOMCERFT IS TF )T REZEHDTT . BHLOURIZIEIEL. BItIBiZ E s TEPERI(C
#{ELE T,

TFI)FTAR)S - BIEDRIEL

VES OERFOT). /0% RERUVIERYS — R E (O TORVNRIET

I ——— BUR(CESTIREIENTL, 2T L (SHEBARY—/C-WebPTURE) (SHUT, Bessi:
I
AL eSS SHORF N — 33T ANIE R RIS S

HFS5AF1—> - YRYEE DT 1UT(EEE. V53U RY—ER FERYINII7REDI A

e 2 NI — R B N T BN YA )\ — I DB AR B 1S5
Y NI —=I DL (RAIOEI AT —23>)

- , IF~ o« T — “—: % * A e . % 2 SN /H . CEF
1T (E2R —gﬁﬁi Y—/{—(CEDR*PSIEM*ZE AL, BARBDAEREHZ FHAARA-FHUAD

s G N Y- RERORABRCPER AL, SEIREERT SR
SRMTSTBIBCP)RIE | g pirmstmssesr. ik

ST 3NE - HEARTEF1IITAEEZESDIHDOEBEPIIR (A-IVIIFRRE) ZEhMd 5

N

% EDR : Endpoint Detection and Response AR
% SIEM : Security Information and Event Management

MS &AD © MS&AD InterRisk Research & Consulting, Inc. | 40

M5 Cl



Strictly Confidential

[2E] [20245E dMBECHITIBHREFIVTRICEITIRERE]

BT 1) T RZATOICZENEB[CORNOTEARE R BRI E X 51ER(F4EHFELTVE T,
S1&. SB(CCOLOBEMMEF DB REIEN'HDF T

XS TFIVTRMMEFEROEG | [CEERER LD

Q49. (Q46. TRV | X EEINAFIIOWT) BitidiRFek (BETEE) MO EFIN-
BHREF 2 TR e T oI REDEE NI DR oA REIREREZERCETH,
(SA)

ERICEDE BHRF ) T R E T oI HE I B -2 ARSI REREEZE 2 50% T L
B0 4 EFRIZED,

% 10% 250 3% 4(k4 505

B 3-62 BRFES(FFTEHE)DEEICGUZZENIEBIC DN > KEFRERN(N=511)

HER : [T2024FE FUNPECBITRIBIREF 1T A RICEIT2HAERE IREEZ(ICDOVTI2025F5H27HARH HIZITHECE NI BHRULIEHEEE)
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html

© MS&AD InterRisk Research & Consulting, Inc.


https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html
https://www.ipa.go.jp/security/reports/sme/sme-survey2024.html

[2E] YI'51F1— >33 R_EHiisl

Kt

Strictly Confidential

BS54 F1I—>ROxRZ i - AIR{EL TERER L ZHSHIET.
2026FERDFIERIIRZFEL TS

*3 *4 *5 (%)
BESNSERL o LCRHRNCAESESEERATI—RNRY/N— | - SHEBILF(CIVYTIMFI-UCKERBESOES | - RHNOBRBLSHL, BERYAIN-BE
HE FEFAOIE
- HERRS BEEAVICIOXERRETCIST
BEANOWE
HEROBANREZT - BTG FI-CEEENMRENICEEIASEFIY

- 2TOYTS4 TI—J"LL*%}J*M
UF(HIEL T, R ER .
ﬂ_ﬁ;&q‘_"iutg;ﬁﬁ

FoEEELT, SBEA N -ESIRBIE, AT
FAE - 425D, 1 >27 > MG A B R BT =EhiE

. b‘j’:;af}l Dﬁ%%}b f_\

JZThlLﬂleIﬂﬁﬁ'C CD'\Z FT?‘?T-\’ ZILE

IHERT e

BRI T PEMKE (o
A=)

- HEENOEIIEEENERNTLS,

 —REMEH N —EBRIAOIESEEIC, BHITE
BAOPHIR A EEILAEAOHFENELSNTL
Bo

. ‘1'/;7; F%‘Eﬁk

+ RIS RNERE R EEHCBOVWTEMfEN, | -

M) (CERE/L TS,

« WEIXRDIATAPT —SESTCAANDHEEHLAP
WEEICLZENZITOVAIZERT SARNFEBUS
ﬂ'{'.'{,\%;o

EH'CL‘I'EO

2C. SO EALE YT 9171 YR8
fLERDELSNTUS.

SV TEERIESEICB I IAY R ATA

eI 2SN TV,

« DAOEEEBEWCRIELE LT, /227 MIEU
TR - W ET 208, AAMTSITAAICED
HAN-LIUILAREENELSNTNS,

« HS|IESEAOIEEPHETOIIEOERLE,. Bt
YIS FI-2FQTF1UTKER LICETS

HEHEELSN TS,

RS- L BCFE SE=EA B=H T
(¢) HAZFEOFPIRICLITMEIETE ¥ =B mEREE 950, I M&IEEIlz
AEAHSEMISERET
RoFI-=T BI& 8T FLvl » BI&-8lIsH1RLVv2~3 « ISO/IEC27001
(M REZEPUAINERRT | = Cyber Essentials . DEFRIAAEIAY & BI&-BIslM1FL3 &

o, IWRIBEFRFTH L
TEZE)

=% 3THUIHBERMFICBSLTREL, WRFA
(38) =ik

=xATHNTHBERFICRSLTREL. MRER
() Zihih

(%) ISMSEESMEIHESIEEORIENESH, *3-
AL OEEMOHER. MRBIATRE

HE : [HT5/Fr—>mfbiCmiztd1) T sREHMmFI EEBRCE R EEDF D BIE) | (2025648148 200) B5EES
https://www.meti.go.jp/press/2025/04/20250414002/20250414002-1.pdf

Sl *E GROUP

© MS&AD InterRisk Research &Lonsulting, Inc.




RN EDEOAREHR

EDFBRICEVNTE100/imROEF 1T X IR%Z
Khtig SRR (ST HE

VY —AD RSN TVSH/NMESRICEWVWTIE,

CEREIBDBMIITHIDE—DODTTE

% BIsIARIEZERU. O— RYYIZERLB NS
EHDE SEERBARLTIRNTED




4. FLH



Strictly Confidential

FEH

B EARHEBTEYIN-IEZZ T 5IREEDN H S
» WEHOESRZE, ERRALDMERER EICEIDIRZEDOEEMEAOTNS
» JY=R (N-EJ-E) HMDICRV FERMENTOSF/NEREDHREMEINL TLD

B YAN-BZRITIES. #E -2 LEEE (K5
> EBHEIHF TICRIBBN D ST — 285D, KIERTE_ LIRORIAEEN %
> BT SAFI—> E OIS BV BB ICREN R ADIEE b5

B |53V A V%380 EEIFHISXIREHL THS
> BHEOURIZIEIEL . BB Z DI THRZITD
> EEFCBVWTBEMRE ED|IBIRIZI1 "I —23>%ED
> BAN—TCFIVTBENA RS 222 (CEIRAEH /B2 IO ZIEE TS

MS &AD © MS&AD InterRisk Research & Eonsulting, Inc.



Strictly Confidential

l

;%EH' Ebh\tjl_ Eb\ibto

MS&ADT2F-URD &t



	スライド 0
	スライド 1: 目次
	スライド 2: １．はじめに ～サイバーセキュリティ対策の重要性～ 
	スライド 3: 深刻な被害をもたらすサイバー攻撃
	スライド 4: クイズ
	スライド 5: クイズ
	スライド 6: ランサムウェアの被害に関する警察庁の統計
	スライド 7: サイバー攻撃は対岸の火事ではない
	スライド 8: サイバー攻撃は対岸の火事ではない
	スライド 9: サイバー攻撃は対岸の火事ではない
	スライド 10: ２．サイバー攻撃の実態と特徴（トレンド）
	スライド 11: IPA情報セキュリティ10大脅威　過去5年の推移
	スライド 12: IPA情報セキュリティ10大脅威　過去5年の推移
	スライド 13: ランサムウェア
	スライド 14: ランサムウェア感染による業務停止と復旧費用（警察庁）
	スライド 15: 情報セキュリティ事故発生時に想定される損害の相場
	スライド 16: 情報セキュリティ事故発生時に想定される損害の相場
	スライド 17: なぜ、ランサムウェアの被害が多いのか？
	スライド 18: サプライチェーン攻撃とは
	スライド 19: サプライチェーン攻撃の種類
	スライド 20: サプライチェーン攻撃 ～ 「被害者」にも「加害者」にもなり得る可能性がある～
	スライド 21: 【参考】取引先に対してのサイバー対応を求める傾向にある
	スライド 22: ビジネスメール詐欺（BEC：Business E-mail Compromise）
	スライド 23: CEO詐欺／LINEグループ詐欺（ビジネスメール詐欺）
	スライド 24: CEO詐欺／LINEグループ詐欺（ビジネスメール詐欺）
	スライド 25: 【参考】 「今、フィッシング詐欺で世界で一番狙われている国は「日本」。その背景にAI」
	スライド 26: 【参考】 「今、フィッシング詐欺で世界で一番狙われている国は「日本」。その背景にAI」
	スライド 27: 【参考】 「今、フィッシング詐欺で世界で一番狙われている国は「日本」。その背景にAI」
	スライド 28: ３．企業が取り組むべき対策
	スライド 29: セキュリティ対策の重要性　サイバーセキュリティ経営ガイドライン
	スライド 30: サイバーセキュリティ経営ガイドライン（重要10項目）
	スライド 31: セキュリティ対策のモデルケース
	スライド 32: セキュリティ対策のモデルケース
	スライド 33: ランサムウェアの感染経路 
	スライド 34: ランサムウェアの感染経路 
	スライド 35: 優先的に実施すべき基本的なセキュリティ対策
	スライド 36: 優先的に実施すべき基本的なセキュリティ対策
	スライド 37: 優先的に実施すべき基本的なセキュリティ対策
	スライド 38: 優先的に実施すべき基本的なセキュリティ対策
	スライド 39: 優先的に実施すべき基本的なセキュリティ対策
	スライド 40: その他のセキュリティ対策
	スライド 41: 【参考】 「2024年度 中小企業における情報セキュリティ対策に関する実態調査」
	スライド 42: 【参考】 サプライチェーン対策評価制度
	スライド 43: 企業が取り組むべき対策
	スライド 44: ４．まとめ
	スライド 45: まとめ
	スライド 46

